A network security breach can devastate your company. Each year the estimated cost of a
breach of your network rises, with recent surveys pegging the average hit to a large company in
the millions of dollars. Unfortunately, the breaches keep happening; in fact they're increasing —
and you could find yourself facing one at any time.

One recent study revealed that a network breach is the worst fear network and system

administrators face. 40 percent say that's what keeps them awake at night.

The biggest cost resulting from a security breach is the damage to your brand and your
reputation. But the dollar costs pile up with lost time due to disruption and repair, lost

customers, and even litigation.

Enhancing your security systems and procedures is essential. Don't wait until a malicious hacker

or a disgruntled employee wreaks havoc on your company.

Six critical steps to protect your company

from a network security breach

The first thing you need is effective prevention measures. Take a series of simple and more
complex steps to reduce the chance of a breach in the first place. But be prepared to take
immediate, effective action to minimize the costs to your company if the worst occurs. Together,
these measures will help you develop a unified approach to network security.

Take steps to block an inside job

Some studies have found that more than 50 percent of security breaches result from end-users —
through either actively malicious attacks or simple user error. Make sure you have a
comprehensive end-user policy, covering such items as acceptable use of the network (spelling
out allowed and prohibited network activities); e-mail and communication activities; remote

access protocols; and password requirements. For example, a simple policy stating that no



administrator or executive will ever ask for usernames or passwords will eliminate fraudulent

requests by unauthorized people.

Your policy should strike a good balance between efficiency and security. If security comes at

the expense of overly onerous day-to-day operations, you're incurring additional costs.

Ensure compliance through training. An investment here now is a pittance compared to the costs

of a breach.

Disable user accounts immediately upon an employee leaving the company. In cases of
dismissal, you should do this simultaneously with the termination meeting, or provide limited
access during the subsequent period. Even if the resignation's on good terms, close the account

when the employee leaves.

Implement and monitor a robust log management system

Make sure you have immediate and continuous access to log data. This allows you to detect
security threats faster, facilitate response and investigation, and develop plans to fix and stop the
problem in the future. A good system allows you to analyze data over long periods of time as
well as isolating specific events based on such factors as username and IP address.

Secure very sensitive data behind an air gap

By physically isolating a secure network with an air gap or an air wall, including such measures
as a ban on wireless connections and limited employee access, you've got a much better

protected environment for highly sensitive or classified documents.

The secure network is impervious to a malicious packet injection from the main network, since it
can't "jump" the gap. The network can actually be physically protected by security cameras or

security guards. And restricted access means you know who's authorized to be on it.



An air gap is a smart move for computers carrying on online banking and credit card transactions
from within the organization. By isolating it from the Internet and the main network, connecting

directly to the financial institution, you've dramatically reduced the chance of a breach.

Implement a network forensics solution

You know you need to. In fact a recent survey revealed that 92 percent of IT and security
managers at large firms recognize that network forensics are essential, and they would love to be
able to capture and record all network traffic. But less than a third of those gung-ho managers

actually had a clear idea of what that entailed and were in any way close to implementing it.

This is one area where a proactive approach is essential; begin capturing this vital data now, and

your incident response to a security breach will be much more fast and effective.

Recruit an IRT team

Form (or enlist a firm to form) an Incident Response Team to handle network security
emergencies. An in-house team can be more attuned to company culture and political
requirements and will be dedicated to your security needs only. Form it from proven employees
who are each highly skilled in a specific area of expertise, but also cross-trained to understand

related areas.

You might also explore contracting your IRT to companies that provide this service. This can be
more economical, since you'll only need to call on them in emergencies. And you may find
additional expertise available from outside contractors. But make sure you ask for references

from existing — and former — customers before you ink a deal.

Have a damage control communications plan

Have a list of direct numbers to contact in case of a breach. (Don't spread the word by email, or

the intruder might take evasive action.)



Notify upper management first. A call chain (two people you can call to spread the word) can
take the burden off you and free you for more pressing tasks. Pass on the essentials and any

instructions that need to be conveyed.

Keep PR in the loop. Quickly inform a key contact of the essentials, and keep them informed of
the ongoing diagnosis and progress throughout the response. The PR department should have
their own plan in case of a security breach, but you should be a key resource during its

development.

Notify legal. They'll determine whether any laws have been broken, and will let you know
whether you need to contact law enforcement. And the sooner they know the details and what

you've done to combat it, the better prepared they'll be to respond to potential claims.
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More than 50 percent of large enterprises believe they'll face a significant network breach within
the next three years. But most aren't prepared to respond effectively. And nearly half say they

spend less than 25 percent of their security budget on incident response.

Take sound steps to protect yourself, but be prepared to act decisively and effectively when the

worst happens, and you'll sleep a lot easier at night.



