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Understand the regulatory framework taking shape 

in the U.S. to learn where the law is heading 

 

Drone Controversies: Ethical and Legal Debates Surrounding Targeted Strikes and 

Electronic Surveillance 

By Sara M. Smyth, Ph.D. 

 

Drones are winging their way from war zones and unmanned strikes against terrorists to 

everyday use in domestic law enforcement and surveillance; recreational use of federal airspace; 

and commercial delivery of packages and pizza. Meanwhile, laws everywhere struggle to keep 

pace. 

 

Now, Sara M. Smyth delivers one of the first and only examinations of both the legal and the 

ethical issues surrounding the use of drones by government, industry and individuals in the 

United States. 

 

This remarkable new book presents a vivid snapshot of American drone law and policy, 

including legislation and case law, to August 31, 2016. It opens your eyes to the current, often 

unsettled and murky, landscape – and sets out the important questions and considerations going 

forward.  

 

Grasp the challenges – and possible solutions – affecting all jurisdictions 

 

Drones have entered the mainstream.  U.S. Customs and Border Law Protection has used the 

MQ-9 Reaper for surveillance missions for 10 years.  Police departments across the nation have 

eagerly sought, and gained, approval to put drones on the force.  But only a few states have 

passed privacy laws limiting how police can use drones, and their potential for warrantless use is 

almost unlimited.  How will the law protect privacy and regulate the use of evidence acquired by 

drone surveillance? 

 



Meanwhile, companies and ordinary people may soon begin to operate drones in greater numbers 

than government.  Who should be able to use them and why?  Where?  Can you hunt with them? 

Can you use them to spy on your neighbour?  Do property owners have the right to exclude them 

from hovering above their land?  What about keeping federal airspace safe for manned aircraft? 

 

All eyes are on the U.S.  As it creates appropriate national regulations, built on a robust 

framework of state and federal laws, it will provide a model for countries around the world.  

Grasp the issues lawmakers must deal with today, and understand where we're headed in the very 

near future. 

 

TABLE OF CONTENTS   

 

Preface 

 

Chapter 1:    Here, There and Everywhere!  Introduction to Military Drones  

 

An in-depth introduction to the development and evolution of drone technologies in the military  

reveals the difficulties in wait as lawmakers confront their use and regulation in domestic affairs. 

 

Chapter 2:    Good Kill?  Ethical and Legal Issues Surrounding Drones & Targeted Killing 

 

Legal and ethical questions dog the use of drones in battle. The author assesses the U.S. 

campaign of targeted drone strikes in context of the normative principles governing use of force. 

Should targets be regarded as militants, soldiers, enemy combatants, or civilians?  Should the 

international legal framework be reinterpreted in light of new threats posed by global terrorism? 

What are the political consequences of creating new enemies? What's the rationale behind the 

"normalization" of the use of lethal force?  

 

Chapter 3:    The Omnipotent Gaze:  Domestic Drones & the Law of Privacy and 

Surveillance 

 

The author considers if and when the Fourth Amendment places restrictions on the government’s 

use of drones for domestic surveillance – a question yet to be answered by the U.S. Supreme 

Court, which continues to focus on the need for a physical intrusion.     

 

Should police need a warrant before flying them above a private residence in search of illegal 

activities?  What should we do with the data they collect?  Is the data admissible as evidence in 

court? How should the data be stored, and who should have access to it?   

 

Privacy violations will doubtless occur. The author considers all of the major US cases dealing 

with warrantless use of surveillance technologies, including the most recent – United States v. 

Jones (2012) – and the larger context of individual protection in the face of developments in 

information-gathering technologies. 

 

Chapter 4:    It’s a Bird! It’s a Plane! It’s both!  Domestic Drones & National Airspace  

 



What’s needed to safely integrate drones into domestic national airspace. Significant technical 

challenges contribute to the difficulties facing lawmakers. The author examines federal 

legislative initiatives, including the Federal Aviation Administration's efforts to develop national 

drone rules and related state regulatory frameworks (June 2016).  In the meantime, some states 

have enacted their own rules, which may now be at odds with new federal rules and with laws in 

other states, creating an unsettling legal environment. 

 

She also considers how privacy laws – including both statutory and common law principles in 

the areas of trespass, nuisance, stalking and voyeurism – and criminal law prohibitions against 

aerial/video surveillance from privately-owned aircraft could be used against drone operators. 

 

Chapter 5:    The Drone Revolution: Where Do We Go From Here? 

 

The author looks at future developments on the horizon with respect to the increased use of 

drone technologies by the military, industry and hobbyists.   

 

PLUS 

Appendices:  A review of drone laws from all 31 states that have enacted them to-date.  

 

 

About the Author 

Dr. Sara M. Smyth is an Associate Professor at LaTrobe Law School, where teaches cyber-

security law. In 2016, she was a visiting scholar at the Castan Centre for Human Rights at 

Monash University's Faculty of Law in Melbourne, Australia, and in 2015, she was a visiting 

scholar at Georgetown University Law School in Washington, D.C.  She has consulted 

extensively to Public Safety Canada and written a number of books including Cybercrime in 

Canadian Criminal Law (Second Edition, 2015). She has also presented widely at conferences in 

North America, Europe and Asia, including the U.S. Department of Defense Cybercrime 

Conference (2009 and 2010). From 2009 until 2012, she was an Assistant Professor in the 

School of Criminology at Simon Fraser University where she taught cybercrime courses and was 

the Associate Director for the International Cybercrime Research Centre. 

 

Order #--------84960 $127.00 

Softcover 

180 pages  December 2016 

###-#-####-####-# 

 

Shipping and handling are extra. Price subject to change without notice and subject to applicable 

taxes. 

 


